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Business Security Overview

 Confidentiality - Privacy

 Data Integrity

 Availability

 Authentication

 Authorization
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Global Security

Power/Utility Distributione-Banking/Financial

Air traffic control system

Stock Exchange/Security Trading

Governments and 

Important companies

Telephone System/Public 

Switched Network
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Fraud Evolution

34%

45%

37%

55%

36%

68%

49%

71%

World France

2011 2014 2016 2018

*Source: PwC’s 2018 Global Economic Crime and Fraud Survey

Companies today face a perfect storm of fraud risk –internal, external, 

regulatory and reputational*
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Document Fraud Map
(France)

 Digitalisation of processes in compagnies has 
certainly contributed to productivity efficiency 
and cost reduction 

 Recent studies conducted by DFCG, and the 
insurer Euler Hermes draw up an inventory of 
fraud in companies:

7/10 
companies were victims 

of an attempted fraud in 

2017

54%
of these attempts are

fraud to the fake 

supplier

70% 
CFO fears an 

accentuation of the 

risks of fraud in 2018

… but also open up to cyberattacks.
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Mechanism that thwarted these fraud 
attempts

Reaction or initiative 

human personal 

Internal control 

procedures

Computer based-

technology
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Top 5 fraud attempts

False Supplier 

Fraud

Cyber-

Fraud

False customer 

Fraud

False President 

Fraud

Identity 

Theft
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Top 5 fraud attempts

False Supplier 

Fraud

Cyber-

Fraud

False customer 

Fraud

False President 

Fraud

Identity 

Theft

Document Fraud
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The main fraud types

46%

32%

12%

7% 3%

Document Fraud

Companies (Family, Fictitious,…)

Convencency Affiliation

Sinister Abroad

False Dead and False Sick
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The « Anti-Fraud Pilot » is :

CFO in 48% of cases

DG in 19% of cases

IT Dept in 13% of cases

What prevention and detection strategies?

12%

38%
50%

Technical /

Technological

Systems

Human 

initiative

Process

(internal

control)

25% of respondents plan to 
use AI in the next 12 
months to fight fraud

Anti-fraud strategies

Organisation Behaviours Technologies

42% companies have 
increased the budget to 
fight against fraud / 
cybercrime
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Technologies share in the fight against 
fraud

The Financial services and Technology industries are 
finding the most value in AI and  Advanced analytics

Source : PwC’2018 Global Economic Crime and Fraud Survey
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Fraudster  Profile

Who are the fraudsters?

9

77

%

Man

41

%

Manger

43

%

Aged 31-40  years

30

%

Seniority 3-5 years

(in his company)

37

%

Master degree

(Bac +4)
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Document Fraud Detection 

 Identity Documents, Invoices, Forms, emails,… 

 Paper, Image, Email, PDF, XML,…

 E-signature : any mark signifying the approval of a 
document

 Digital Signature, Visible Digital Seal, Hash
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ID Documents

 ID authentication solutions are based on  
checking :

Biometric passport Residence permitIdentity Card

 Series of validation checks:

 Presence of certain security points on the document,

 Specific char font,

 Photo Borders analysis,

 …

 MRZ lines keys…
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ID documents : Market Leaders

ID, Pay Slip, proof of address

ID, Pay Slip, proof of address

ID, Pay Slip, proof of incomes

ID

ID

ID

Any incoming document



7th IAPR International Workshop on Computational Forensics

On-line Check High performances

Quality Image 
Assessment

Multi 
frame 
image 

analysis

Cross-
checking 

data

ID Validation : Performances?
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Good performances with good quality imagesOff-line Check

Poor performances with poor  image’s quality and complex content  

ID  image is part  on 

document

Copy/Past with smart 

image manipulation 
Bad quality

ID Validation : Limitations…



7th IAPR International Workshop on Computational Forensics

Discussion…

 Smart Capture

 Accurate Data Extraction

 Specific OCR Scalability :

any country, 

any language

Efficient Technologies

Further progress…
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Digital Documents

Digital

Copy

Tiff, JPEG…

PDF

Paper

Documents :

Invoices, 

Forms…

Scan

Capture

Electronic

Document :

Word, Excel, 

email, XML…

Import
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Digital Signature

Signing Document Verify Signed Document
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Hybrid documents

Digital FormatPaper Format AND / OR

 Definition

 Limitations

 Physical security is too expensive to put in place for the 

most documents

 The printing or copying of originals documents poses an 

authenticity problem’s.
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Hybrid documents: Others security tools  

 Visible Digital Seal 

 Hash
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Why Visible Digital Seal 2D-DOC?

 A lot of supporting documents that are printed 
are falsified and used fraudulently.

 Supporting documents are the initial evidence that 
are required as proof of identification and as 
justification of eligibility for a benefit.
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Digital Seal 2D-DOC

 Developed by AriadNEXT and the French National 
Agency for Secured Documents (ANTS)

 A 2D-Doc visible digital seal is a 2-dimensional bar code 
containing the essential information of the document on 
which it appears. It also includes the sender’s the digital 
signature.

 2D-Doc delivers a tamper-proof printed or electronic 
document.

https://ants.gouv.fr/
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Digital Seal 2D-DOC: How does it work? 

 Generation

 Based on client data.

 Check

 Application 

 2D-Docs on printed or electronic documents.

Security Reliability
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Hash: SHADES

 Semantic Hash for Advanced Document Electronic 
Signature

 Based on S.Eskinazi PhD Works and it’s cooperation project: 

L3I, LIPADES, ITESOFT,…

 Goal : Securing hybrid documents with a hash based on the 

document's contents (text, graphic, structure).

 Because of hashing of the document’s information during  signature 

computation, no information from original

document will be deduced from its

signature alone.
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Challenges  : Stability & reliability  of 
basic document analysis algorithms.

 The calculation of the hash value’s must be no 
sensitive to quality image degradation:

 Print/Scan noise

 Image Deskew, Shift…

Document 

image

Segmentation

Layout

analysis
Classification

Text analysis
Image 

analysis

Document 

reconstruction

Hashing

Document 

signature
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Physical/Digital Documents: Types Of 
Forgeries

 Replacement of text from another (or the same) 

document. (Copy-Paste-Inside, Copy/Paste-Outside)

 Removal of text areas. (CUT)
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 Addition of text with a text tool. (IMI) 
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Fraud detection : Image analysis 
technologies    

 Patch/Character-based classification approach

 Features that capture intrinsic fingerprints of the 

manipulations

 Histogram equalization

 Error level analysis

 Noise Analysis

 Luminance gradient 

 Principal component analysis

 Detecting double JPEG compression,…

 …

 Content authentication based on device analysis and 
stability of distortion (printing/scanning devices) 

 Steganography,…
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Ballistic trace

Compression

Tampered Image
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PDF Documents

 Metadata (Dictionary).

 Metadata Streams

 Text stored as content streams 

 Vector graphics for illustrations and designs ( shapes 

and lines).

 Raster graphics for photographs and other types of 

image.

 Interactive Elements :

 AcroForms, Fill and Sign,…

PDF 
contents 
analysis
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Detected Fraud Samples 
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Example of modifications using different 
tools
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PDF Form
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Discussions

 Need to develop a set of techniques for each scenario…  

 Assumptions may not be enough due to more 
sophisticated forgeries?

 Need, no or very few false alerts? How to reduce FP?

 Cross fraud detection decision with customer validation 
rules ( Activity area,…) ?
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Conclusion

18

 Without industrialization, without reliable tools, ... stalking 
fraud resembles the loneliness of the goldsmith.

 Any project of digitalization and automation of 
processes can no longer be considered independently 
of a powerful system of automatic fraud detection
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